Today, though the concept has no common definition, it is widely spread in society. There are dozens of absolutely different definitions, from:
"Cyberspace -amorphous, supposedly "virtual" world created by links between computers, Internetenabled devices, servers, routers, and other components of the Internet's infrastructure" (Encyclopedia Britannica) to the definition of the US Department of Defense [2] , Fig. 2 :
"Cyberspace is a global domain within the information environment consisting of the interdependent network of information technology infrastructures and resident data, including the Internet, telecommunications networks, computer systems, and embedded processors and controllers."
In other words, it refers to electronic equipment processing information and computer software installed in this equipment.
The Allied Joint Doctrine for Information Operations NATO AJP-3.10 [3] ( Fig. 2 ) provides the following definition of "information environment":
"Information environmentthe virtual and physical space in which information is received, processed and conveyed. It consists of the information itself and information systems."
Figure2. Documents of NATO and US Army regarding cyberspace and electromagnetic impacts.
In this definition, "physical space" means electronic (computer) equipment, whereas "virtual space" means software environment. Joint work of both environments ensures reception, processing and conveying of information.
However, let us leave fierce philosophic debates regarding "cyberspace" definitions and continue. What is important for us is that this concerns two components of common the information environment: electromagnetic range (where information is physically processed by a computer) and virtual space (where information is processed by software). It should be stressed again: it is all about operations in the information environment and not elsewhere! Operations in cyberspace are divided into several major types, which include multiple sub-types:
1. Data theft (information leak) by means of special software.
2. Intentional failures of equipment induced by special software.
3. Creation of fake data by fraudulent systems (fishing, clickjacking, information traps, etc.) operating on the basis of special software.
These types of cyberspace operations are based on a common technique (method) of using special software, which intrudes into computers that process information. Thus, joining them into a common concept of "cyber activity" is rather evident and justified.
Operations in the electromagnetic range also consist of several major types which include sub-types:
1. Data theft (information leak) by means of specific highly unusual electronic equipment. Back in 1960s the US National Security Agency (NSA) gave a code name to this technology -"TEMPEST" and everything related to this topic was classified for dozens of years ( Fig. 3 ).
2. Intentional failures of equipment induced by a powerful directed electromagnetic emission with a local impact.
3. Creation of fake data and images by fraudulent systems which produce long-ranging powerful electromagnetic fields that deceive recognition and navigation electronic systems (spoofing, electromagnetic traps, fake targets).
4. Comprehensive and spacious physical damage of different electrotechnical and electronic (not only informational) equipment (electromagnetic pulse of high-altitude nuclear explosion -HEMP). (Fig. 4 ). This combination is very strange due to significant differences between these types of activity in the electromagnetic range (Table 1) .
Indeed, there is nothing common between these two types of activity, except for shielding requirements for equipment and cables.
Nevertheless, close connection between the electromagnetic range and virtual space in the information environment, as well as some logical similarity of selected operations both in cyberspace and the electromagnetic range, initiated an official introduction of a new concept: "cyber-electromagnetic activity", which would combine both types of activity into a single whole. The reasoning of authors of this concept is not clear, as the notion of cyberspace already includes electronic equipment working in the electromagnetic range. Introduction of a new concept would have been feasible if cyberspace included only the virtual space (i.e. software) and did not include physical processes of information processing by means of electronic equipment. But this is not the case.
Subsequently, how is this relatively new concept used in practice? Let us review some documents of the US Army (Fig. 2) . The authors of FM 3-38 (2014) (Fig. 2) [5] , which pretends to be the first in creation of a new military doctrine called "Cyber-Electromagnetic Activities" (CEMA), suggest a necessity to "integrate and synchronize" operations in cyberspace and the electromagnetic range. One of the examples of such "integration and synchronization" has been discussed above based on US Army report # 1110-3-2. In the attempt to follow a fashionable doctrine, the Department of Homeland Security (DHS) established the National Cybersecurity and Communication Integration Center (NCCIC), the purpose of which is to coordinate efforts in the field of cybersecurity, protection from HEMP, high-frequency directional electromagnetic weapons, and even from electromagnetic storms during solar flares. The attempts to combine absolutely different (in physical essence) impacts on equipment give rise to really "strange" documents, such as the one shown in Fig. 5 . Another one is FM 3-12 [7] (Fig. 2) , connecting cyberspace operations with HEMP, which are not associated with cyberspace, without addressing the TEMPEST problem, which should really be combined with cyberspace operations as one of the two components of a common problem of information protection. 3. CONCLUSION 1. Various operations in cyberspace have very much in common. Thus, it is rather logical and feasible to combine them into a common group of operations performed in the information environment. 2. Various operations in the electromagnetic range may significantly differ from each other. Moreover, not all of them are associated with the information environment. 3. The concept of cyber-electromagnetic activity covers only those operations performed in the electromagnetic range that relate to the information environment, i.e. the environment, where cyberactivity actually takes place. 4. It is not really feasible to combine absolutely different concepts, one of which relates to the information environment and the other which is not connected (e.g. Cyberactivity and HEMP) automatically. This results in confusion and incorrect allocation of efforts and resources aimed at protection from the destructive impact on critical electronic equipment and thus, this malpractice should be seized.
